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Executive Summary 
Business continuity management (BCM) prepares orga-
nizations for future incidents or crises that could inter-
fere with the achievement of business objectives. Crisis 
management (CM) is a key component of BCM and 
deals with communicating pertinent information about 
the crisis to the organization’s stakeholders. 

Internal audit’s breadth and depth of skills and qualifi ca-
tions, position in the organization, and in-depth knowledge 
of organization-wide operations position it well to make 
meaningful contributions to the development, implemen-
tation, and assessment of an organization’s BCM and CM 
initiatives. Internal audit may perform a variety of key and 
supporting roles, depending on the existence and/or matu-
rity of BCM and CM initiatives, as well as the severity and 
circumstances of the crisis.  

Internal audit’s roles may involve assurance and advisory 
services before, during, and after a crisis. Assurance and 
advisory services both require expert knowledge of key 
BCM elements including program governance, risk man-
agement, business impact analysis, and business continu-
ity and recovery planning (BCRP).

• Assurance engagements may be performed to verify 
that BCM and CM are effective.

• Advisory services may be performed to help 
management focus planning activities and coordinate 
BCM and CM with risks and controls. 

During a crisis, internal auditors also may be expected and 
authorized to perform critical non-auditing roles to serve 
the needs of the organization.   
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Introduction
The IIA Global Technology Audit Guide (GTAG) 10: 
Business Continuity Management speaks to the impor-
tance of BCM, serves as a valuable reference for the key 
components of an effective BCM program, and provides 
direction for the continuity of critical IT infrastructure 
and business applications systems during and after a cri-
sis. This practice guide expands on Business Continuity 
Management by exploring auditors’ potential roles in cri-
sis management and providing guidance on:

• Internal audit activities before, during, and after 
a crisis. 

• Internal audit’s evaluation of key BCM elements.

Practice aids provided in the appendix include a risk 
assessment checklist, sample audit programs, a glossary, 
and references. 

Business Signifi cance and Related Risks
All organizations will eventually face business interrup-
tions. A well-defi ned BCM/CM plan is like an insurance 
policy for the organization — it helps to ensure that the 
organization will continue to be viable and meet stake-
holder expectations. The BCM/CM plans also can pro-
vide internal audit with a venue to continually update 
and communicate effective risk management and control 
throughout the organization. 

Crisis management plans (CMP) consolidate preventive 
and reactive risk management measures for acute crises 
situations. Defi cient, poorly constructed or communi-
cated CMPs with inadequate testing or training may el-
evate organizational risks from a crisis to unacceptable 
levels. CMPs developed post-crisis rely primarily on the 
recent crisis to drive content development and may not be 
comprehensive enough to be effective. For public sector 
organizations, including governments, exposures due to a 
crisis or incident may have broader local and international 
implications.

A well-communicated and comprehensive CMP may 
help organizations effectively navigate through a crisis 
and related risks. Moreover, a CMP may improve an or-
ganization’s resilience in the face of crisis. CM tools and 
programs, when built thoughtfully, validated periodically, 
and advocated and approved by management and/or the 
board, will enable organizations to manage events and 
mitigate risks to minimize overall operational, fi nancial, 
reputational, regulatory, and legal exposure for key inter-
nal and external stakeholders.

Related IIA Standards and Guidance
The International Standards for the Professional Practice 
of Internal Auditing (Standards) related to BCM and CM 
include: 

Standard 2100: Nature of Work

The internal audit activity must evaluate and contribute 
to the improvement of governance, risk management, and 
control processes using a systematic and disciplined ap-
proach.

Standard 2110: Governance

The internal audit activity must assess and make appro-
priate recommendations for improving the governance 
process in its accomplishment of the following objectives:

• Promoting appropriate ethics and values within the 
organization; 

• Ensuring effective organizational performance 
management and accountability;

• Communicating risk and control information to 
appropriate areas of the organization; and 

• Coordinating the activities of and communicating 
information among the board, external and internal 
auditors, and management. 
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Standard 2120: Risk Management

The internal audit activity must evaluate the effectiveness 
and contribute to the improvement of risk management 
processes.

Standard 2400: Communicating Results

1. Internal auditors must communicate the results of 
engagements.  

Defi nitions of Key Concepts
BCM is the process by which an organization prepares for 
future incidents or crises that could jeopardize the organi-
zation’s core mission and its short- and long-term ability to 
continue operations and meet stakeholder expectations. 
CM, considered a key component of BCM, addresses 
how the organization will inform the general public, its 
staff, its business partners, and various stakeholders of a 
disaster or crisis and the steps being taken to resume busi-
ness operations and minimize internal/external stakehold-
er impact. A CMP is a consolidated portfolio of activities 
consisting of preventive and reactive measures executable 
by any organization to effectively mitigate and manage 
risks created by a crisis or event. 

Business Continuity Management
BCM is a risk management approach based on business 
value. It aligns business continuity capabilities with risks. 
The goal of BCM is to enable any organization to restore 
critical operational activities, manage communications, 
and minimize fi nancial and other effects of a disaster, 
business disruption, or other major event. BCM is a sim-
ple matter of risk management designed to create busi-
ness continuity capabilities to match likely risks based on 
business value. While terminology in professional litera-
ture may vary, the term BCM in this practice guide ad-
dresses the overall policy/model/framework for managing 
various types of service interruptions that can be triggered 
by events internal or external to the organization. This 
defi nition also may apply to public sector organizations 
such as governments. For these organizations, the term 

business represents governing agencies, critical public op-
erations, public safety, and the security of its constituents.

Key components of BCM include:

• Management Support – Management shows 
support to appropriately prepare, maintain, and 
exercise a business continuity plan (BCP) by assign-
ing adequate resources, people, and budgeted funds.

• Risk Assessment and Risk Mitigation – 
Potential risks due to threats such as fi re or fl ood, 
are identifi ed, and the probability and potential im-
pact to the organization are determined. This is done 
at the site and division level to ensure that the risks 
of all credible events are understood and managed 
appropriately. 

• Business Impact Analysis (BIA) – Identifi es 
business processes that are integral to keeping the 
business unit functioning in a disaster and to deter-
mine how soon these integral processes should be 
recovered following a disaster. 

• Business Recovery and Continuity Strategy – 
Addresses the actual steps, people, and resources 
required to recover critical business processes. This 
also should identify key communication mechanisms 
and protocols. The strategy may consider company or 
industry benchmarks and standards.

• Plan Awareness and Training – Education and 
awareness of the BCP are critical to the execution 
of BCM. Training also may include performance of 
exercises and/or practice drills for portions of the BCP.

• Maintenance – The BCM capabilities and docu-
mentation are maintained to ensure that they remain 
effective and aligned with business priorities.

Crisis Management
CM is a key component of BCM that is triggered when 
the disruption of business service rises to the level of a cri-
sis or disaster. CM documents methods used to respond 
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to the reality and perception of crises. CM also involves 
establishing metrics to defi ne what scenarios constitute 
a crisis and should consequently trigger the necessary 
response mechanisms. It consists of the communication 
that occurs within the response phase of emergency man-
agement scenarios. 

Types of Interruptions
BCM seeks to manage internally and externally generated 
threats. Each threat can have varying degrees of impact 
on the organization’s business processes, which could 
adversely affect regulatory compliance, personnel safety, 
protection of the environment, the ability to maintain op-
erating standards and satisfy contractual requirements, 
and the organization’s brand/reputation. Types of inter-
ruptions include:

• Cyberattack.

• Disease/pandemic.

• Earthquake/tsunami.

• Fire.

• Flood.

• Hurricane/tornado.

• Labor disruption.

• Production failure/outage.

• Product contamination.

• Sabotage.

• Service or product outage for key business 
partners/vendors. 

• System failure.

• Terrorism.

• Utility outage.

Internal Audit Roles and 
Engagements
Internal Audit’s Role Defi ned
Internal auditors are positioned to contribute to crisis 
management by providing organizations with practical in-
sights into operations. The chief audit executive (CAE) 
should defi ne internal audit’s roles before, during, and af-
ter a crisis, taking care not to assume responsibility for 
the ownership or management of crisis-related risks. Of-
ten, the internal audit function may have a seat at the 
table during the crisis management planning process. As 
an initial action, the CAE, along with key internal audit 
management, should become familiar with leading BCM 
practices through external references and standards. Re-
sources are provided in Practice Aid III of this guide. 
Once roles are developed, they should be documented 
and communicated within the function and to key exter-
nal stakeholders who will be directly impacted.  

If internal audit or the CAE do not have a role in the crisis 
management process, the audit committee should be no-
tifi ed to avoid gaps in expectations. When internal audit 
serves in an advisory role to management in the context of 
BCP/CMP development, the potential impact on internal 
audit’s independence and objectivity should be explicitly 
addressed. As roles are identifi ed, they should be approved 
by the CAE’s administrative and functional reporting lines 
and potentially documented in the internal audit charter. 

Advisory or Assurance Engagements 
Regarding BCM
The internal auditor’s responsibility to add value and im-
prove an organization’s operations and risk management 
efforts should extend to BCM assurance or advisory en-
gagements, depending on the maturity of the organiza-
tion’s BCM program. The inclusion of the internal audit 
activity in BCM and CM planning or refi nement process 
may be key to the program’s success. This is especially the 
case for organizations with a low level of maturity in this 
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space. Given its interaction with, and understanding of, 
the needs of the organization’s board and executive man-
agement, internal audit can provide perspective and help 
focus planning activities. Ensuring that key BCM focus 
areas are aligned with board and executive management 
level needs is critical to success.

Assurance Engagements
Internal audit may perform periodic assurance engage-
ments to verify that the BCP and CMP are comprehen-
sive, relevant to the current business operating environ-
ment, and communicated to the appropriate internal and 
external stakeholders. The frequency, nature, and extent 
of work performed will be driven by risks or requests from 
stakeholders to validate the effectiveness and relevance of 
planned efforts.  

The scope of assurance engagements may include a com-
prehensive BCM program or specifi c elements (e.g., test-
ing the occurrence and update frequency of the BCP, and 
the maturity of the CMP). Internal audit’s knowledge of 
the risks mitigated by the BCP or CMP and prior involve-
ment in an advisory capacity during plan development may 
promote a more effi cient engagement planning process. 

Assurance engagements may include: 

• Requests for review by the audit committee or 
executive management on the BCM program or por-
tions thereof, including vendor or business partner 
reviews.

• BCM reviews to evaluate plan completeness, maturi-
ty, and appropriateness based on organizational risks, 
growth, or divestitures.

• Program risk assessments.

• Reviews of existing provisions of an organization’s or 
a business partner’s BCP/CMP as defi ned by con-
tractual terms (i.e., right to audit clauses or defi ned 
service-level agreements). 

See Practice Aid I for additional guidance on assurance 
engagement programs. 

Advisory Engagements
The focus of BCM can quickly turn toward the review 
and analysis of IT infrastructure because data access and 
transfer are considered core business functions. However, 
when providing BCM/CM advisory services, internal au-
dit should consider broad organizational objectives and 
risks and not limit the engagement’s emphasis to IT is-
sues. BCM advisory engagements should not compromise 
internal audit’s objectivity. Care should be taken not to ac-
cept responsibility for ownership or management of busi-
ness continuity risks. 

Internal Audit’s Evaluation of 
Key BCM Elements 
BCM programs include common elements such as pro-
gram governance, risk management, business impact anal-
ysis (BIA), and business continuity and recovery planning 
(BCRP). It is critical that each element involve the right 
sponsors, stakeholders, and business partners to help en-
sure the development of a comprehensive, supported, and 
actionable plan. Overall communication elements within, 
and information about, the plans should be shared with 
key stakeholders. Internal audit activity may include eval-
uating the effectiveness of BCM and the CMP.  

Program Governance
The key to successful BCM is the support and sponsor-
ship of executive management. Internal audit can help 
identify and forge relationships between key internal 
BCM stakeholders. The following activities may be per-
formed by internal audit during the initial stages of BCM 
evaluation:

• Determining whether key leadership positions have 
been documented and approved to help ensure 
ownership and accountability for the organization’s 
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programs. Leadership is critical to identifying plan 
interdependencies, promoting continuous improve-
ment, and learning from post-crisis activities.  

• Recommending the development of a BCM charter. 
The charter helps to establish program sponsorship 
and support within the highest levels of the organiza-
tion. In addition to validating the BCM program’s 
existence, a well-defi ned charter establishes a BCM 
governance structure (i.e., BCM committee) and 
guidance regarding periodic re-evaluation of the char-
ter. A governance structure approves BCM or CM 
decisions and provides a forum for visibility into or-
ganizationwide BCP or CMP development, revisions, 
and associated internal and external communications. 

• Evaluating whether an established BCM and CM 
governance structure is adequately funded, appropri-
ate, and effective in serving the needs of the board, 
audit committee, or executive management. Internal 
audit may play a nonvoting member role or attend 
meetings to provide feedback on the role, charter, 
and efforts of such a body. 

• Communicating and advising on whether BCM 
governance appropriately and effectively serves the 
needs of the board, audit committee, and executive 
management.

• Apprising the board (audit committee) of the risks 
associated with, and current best practices for, busi-
ness continuity and CMPs.

Risk Management
For BCM to be effective, it must consider the relevant pri-
oritized risks facing an organization in the event of a crisis. 
Internal audit often has a detailed understanding of core 
business risks. Risks may be magnifi ed and reprioritized 
during a crisis based on the nature and extent of events 
facing an organization. Internal audit may share informa-
tion about key organizational risks during the establish-
ment and evaluation of BCM.

Understanding key BCM risks can help strengthen the 
development of the proposed internal audit plan. Being 
exposed to the organization’s BCM activities helps the in-
ternal auditor identify key exposure areas including orga-
nizational tone/support, operational control activities, and 
core processes and potential systems/data/vendor depen-
dencies. Weakness or failures in these areas could prompt 
the internal audit function to focus resources on provid-
ing assurance or advisory engagements geared toward add-
ing value and organizational improvement. Gathering risk 
data helps guide internal audit’s plan and allows internal 
audit to perform analyses to assess risk probabilities, im-
pacts, comprehensiveness, and credibility. Practice Aid I 
provides a sample risk assessment checklist.

Business Impact Analysis (BIA)
Internal audit may provide guidance on how management 
can perform a BIA, a key component of BCM.  A BIA will 
support the identifi cation of key business assets, func-
tions, applications, partners, vendors, resources, and the 
eventual evaluation of potential loss to an organization 
in the event of a crisis. GTAG 10: Business Continuity 
Management provides useful direction on performing a 
BIA. The results of the BIA will likely drive the levels of 
pre-emptive actions, coverage, and risk appetite to be as-
sumed by the organization. A BIA, if performed effective-
ly, will outline critical operations, critical resources, and 
processes — facility, personnel, and technology (includ-
ing logical and physical security) — and may ultimately 
drive investment priorities for a BCP and related CMP. 

Business Continuity and Recovery Planning 
(BCRP)
BCRP provides a proactive method by which organizations 
can identify business continuity and recovery measures to 
manage and mitigate key organizational risks triggered by 
a crisis. Internal audit may provide advisory or assurance 
services related to BCRP. 
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Internal Audit Activities Before 
a Crisis
Internal audit’s evaluation of BCM, and specifi cally CMP, 
may help ensure that the CMP remains relevant to orga-
nizational priorities in the event of a crisis. 

Included below are typical activities in which internal 
audit may be engaged before a crisis:

• Share knowledge of leading developments for 
BCM with executive management and the audit 
committee.

• Specifi cally consider BCM as a risk facing the orga-
nization and consider residual risks in the develop-
ment of the annual audit plan.

• Evaluate key business partner arrangements for ap-
propriate contractual terms, including service-level 
agreements, right-to-audit clauses, and requisite 
reporting to management regarding the partner’s 
control environment. 

• Advise management in its performance of BCM risk 
assessments or evaluate the accuracy of manage-
ment’s BCM risk self-assessments.

• Perform assurance engagements related to the BCP 
and/or CMP, as part of the annual audit plan. Assur-
ance engagements may include evaluation of plan 
components, communication protocols within the 
plan, and the operational aspects of the plan.  

• If not established by the provisions of the internal 
audit charter or directives from the board, clarify and 
establish BCM roles for internal audit and the CAE. 

Internal Audit Activities During 
and After a Crisis
The headings below describe common activities that 
internal audit may perform during and after a crisis. 

During the Crisis:
• Monitor and assess the organization’s response to 

an event and be an active participant on the crisis 
management team. 

• Monitor outage details for subsequent audits.

• Serve on a crisis management committee to ensure 
that risks associated with a crisis are understood and 
provide recommendations on alternate courses of 
action to management, as appropriate.

• Participate in the wider crisis management and 
recovery process for the organization, as agreed upon 
and authorized. 

The Standards allow for these types of involvement provid-
ed that the details of any potential impairment to internal 
audit independence are disclosed to appropriate parties 
(e.g., audit committee and BCM leadership). Involvement 
by internal audit may be greater during the initial stages 
of a crisis when support of the organization’s limited avail-
able resources is in high demand. 

After the Crisis:
• Evaluate and report on the effectiveness of the 

organization’s recovery efforts.

• Continue to assess risk, provide guidance, and help 
develop business improvement efforts.

• Perform post-crisis reviews to identify opportunities 
for BCM activities and, specifi cally, for CMP 
evolution.

• Perform assurance engagements to evaluate whether 
management performed and appropriately consid-
ered the results of root-cause analysis to update the 
BCP and CMP, as needed. Participate in the orga-
nizationwide recovery process, as agreed upon and 
authorized per the BCP and CMP.

These activities are discussed in greater detail in the fol-
lowing pages.
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Conduct Audits of the Recovery Processes 
and Plan Effectiveness
The disaster recovery plan, as a component of the BCM, 
may include requirements for internal audit to conduct an 
audit of the recovery process. Where this is the case, this 
additional work will need to be included in the initial draft 
plan and may lead to changes to those priorities. 

Additionally, where such a role has not been specifi cally 
assigned, the CAE should consider whether, following a 
risk-based assessment, he or she should recommend to 
the BCP leadership team that particular aspects of data 
recovery and/or CMP should be audited. 

The types of audit work that might be undertaken include:

• An end-to-end review of the recovery process (i.e., 
whether it complied with the planned process and 
whether the plan proved to be detailed enough to 
deal with the issues that emerged).

• An audit of the effectiveness of the recovery pro-
cess, including performance against defi ned metrics 
or plan components as well as effective and timely 
internal and external stakeholder/business partner 
communication.

• A review of controls and special processes intro-
duced outside the normal control framework and 
potential impact on operational or fi nancial risks for 
the organization.

• An audit of management’s data recovery processes, 
which may include examining key data reconcili-
ations performed by management to ensure data 
completeness and accuracy. 

• A review of actual BCP and CMP variations follow-
ing activation of the plans, including recommenda-
tions that will allow for effective plan evolution. This 
also should apply to the internal audit activity’s own 
plans. 

Participate in the Broader Recovery Process 
Internal auditors may be requested by organizational lead-
ership to lend additional support to operational staff who 
are either: 

• Working on recovery processes.

• Working on revisions to normal business processes 
as a result of the unavailability of IT systems. 

• Using alternate defi ned procedures to carry out 
activities for which normal processes have been 
disrupted.

It will be important for the CAE to consider requests au-
thorized by the audit committee in advance of determin-
ing internal audit’s BCP/CMP role. Additionally, when in-
ternal audit staff is released to assist with CM or recovery 
efforts, assigned duties should be carried out under the 
direction of operational management. To protect objectiv-
ity, the CAE should consider the operational duties per-
formed by internal auditors and avoid assigning them to 
future internal audit assurance activities in the same area. 
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Appendix
Practice Aid I: Sample Work Programs for 
BCM Assurance or Advisory Engagements
The internal audit activity plays an important role in 
providing an independent review of the adequacy of the 
overall BCM. The depth and frequency of audit activi-
ties and reporting should be scaled to the criticality of the 
operation. While the scope of the audit activities and de-
liverables may vary, in all cases they must encompass an 
independent and objective evaluation of the effectiveness 
of the testing program. The internal audit activity should 
determine the reasonableness of the underlying assump-
tions that were made in developing the testing program. 
The reasonableness of underlying assumptions, as well as 
the adequacy of the test plan, scenarios, schedules, and 
reports, should be evaluated relative to the size and com-

plexity of the organization, the criticality of the business 
line, and the risk and impact of possible business disrup-
tion. Internal audit also should observe test exercises to 
assess the control environment of alternative locations, 
verify the results, assess that appropriate reporting and 
escalation mechanisms are established and used, and 
evaluate whether test plans are updated to refl ect prior 
test results. An audit considers fi ve common aspects of 
the BCM: 

1. Business environment and strategy.  

2. BCP methodology and strategy.  

3. Business impact analysis (risk evaluation and 
controls).

4. Recovery plan.

5. Awareness, testing, and training. 

Example 1:

BCM SAMPLE WORK PROGRAM

SUB AREA ITEMS POSSIBLE CONSIDERATIONS

1. Business environment and strategy Industry 1. Key industry standards for BCM.

2. Legal requirements for industry in which the company 
operates.

3. History of industry-specifi c vulnerabilities.

4. Listing of identifi ed bodies and authorities (external 
agencies).

External dependencies 1. Critical business partner relationships and stakeholder 
dependencies are identifi ed and considered (includes key 
suppliers, vendors, and outsourced functions).

2. Key business partner contracts and service-level 
agreements are identifi ed and key provisions documented.

3. Right-to-audit clauses are periodically triggered, and 
Statement on Auditing Standards (SAS) 70/Statement 
on Standards for Attestation Engagements (SSAE) 16 or 
equivalent business partner reporting is received (i.e., 
system validation exercises, including back-up recovery 
capabilities and periodic security reviews).



10         /         www.globaliia.org/standards-guidance

IPPF – Practice Guide
Business Continuity Management

BCM SAMPLE WORK PROGRAM

SUB AREA ITEMS POSSIBLE CONSIDERATIONS

2. BCP methodology linkage to business, 
operational, and fi nancial strategy

Business strategy 1. BCP is based on the company’s business strategy.

2. All relevant entities and critical functions are considered 
within this BCP.

Operational/technical 
strategy

1. Both operational and IT are integrated.

2. BCM planning is considered in every relevant business 
decision.

3. BCP/CMP responsibilities, including maintenance, are 
incorporated in applicable employee job descriptions and 
personnel evaluations.

4. BCP is updated, reviewed, and tested at a frequency 
appropriate for risks, vulnerabilities, and value of business 
functions.

Financial strategy 1. Adequate fi nancial resources are made available for the 
preparation and maintenance of a BCP.

3. Impact Analysis (includes business 
impact analysis [BIA], risk evaluation, 
and controls)

Tone at the top 1. Board of directors and senior management is supporting 
the BCM initiative.

2. Senior executive is responsible for ensuring successful 
implementation, maintenance, and update of plans 
supporting BCM. 

3. BCM policy/charter exists and is updated periodically.

4. BCM-related plans, including BCP and CMP, are approved 
by board of directors and each appropriate level of 
management.
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BCM SAMPLE WORK PROGRAM

SUB AREA ITEMS POSSIBLE CONSIDERATIONS

Risk Assessment 1. A comprehensive impact analysis/BIA exists and is 
prepared with the line of business input.

2. Various types of events that could prompt the formal 
declaration of a crisis or disaster and the process for 
invoking the BCP and CMP are clearly described.

3. Work fl ow analysis was performed and results are 
documented, if deemed necessary by the organizational 
leadership.

4. Prioritization of business functions is adequate.

5. Risk assessment includes impact and probability of 
disruptions of all business, operational, and IT areas, and 
considers acceptable downtime.

6. Procedures exist to execute the plan’s priorities for critical 
versus noncritical functions, services, and processes.

7. Financial impact in case of emergency refl ects accurately 
the cost in case of emergency.

8. Reputation risks are considered and all relevant 
stakeholders are considered in the BIA.

Mitigation 1. Adequate risk mitigation, including preparedness and 
prevention strategies, have been considered, such as: 

a)  Alternative locations and capacity (ensure geographic 
diversity).

b)  Back-up of data, applications, telecommunications, 
and other relevant data is ensured and procedures 
exist. 

c)  Communication channels in case of emergency are 
clearly defi ned (communication tree).

2. All critical personnel are identifi ed and the contact list is 
updated.

3. Employees understand their role in case of emergency.

4. Redundant vendor support is established.

4. Recovery plan Recovery point objective 
(RPO)

1. RPOs are clearly defi ned and communicated.

2. RPOs consider the organization’s recovery needs.

Recovery time objective 
(RTO)

1. RTOs are clearly defi ned and communicated.

2. Recovery time adequately refl ects how much downtime the 
organization is willing to tolerate.

3. BIA results are considered in defi ning RPO and RTO.
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BCM SAMPLE WORK PROGRAM

SUB AREA ITEMS POSSIBLE CONSIDERATIONS

5. Awareness, testing, and training Testing policy 1. Within the BCP, the organization has set testing 
requirements for the organizationwide continuity functions, 
business lines, support functions, and CM.

2. Key roles and responsibilities are defi ned in the testing 
policy.

3. Testing cycles with increasing levels of test scope and 
complexity are defi ned.

Testing strategy 1. Testing strategy includes documented test plans and 
related testing scenarios, methods, and schedules.

2. Expectations for testing internal and external 
independencies are defi ned.

3. Testing strategy is in line with management’s assumptions 
and expectations.

4. BCP is validated through annual or more frequent testing 
cycles.

Testing observations 1. Tests are done without prior notice to employees. Internal 
audit activity may observe management’s execution of test 
exercises with focus on the following: 

a)  All relevant employees were available and received 
timely communication. 

b)  Back-up facilities and resources satisfi ed the needs of 
the business units. 

c)  Relevant back-up procedures worked as intended.

d)  Key business partners were included in the testing.

e)  Business processes were re-established in the 
expected time frame.

2. Internal audit documents audit fi ndings.

Post-testing 1. Gap analysis is performed by BCM leadership team.

2. Internal audit independently documents and communicates 
audit fi ndings, if any.

3. BCM fi ndings or areas for improvement are addressed 
and corrected; BCM leadership team discusses corrective 
actions and communicates fi ndings to appropriate 
stakeholders. Such data may support the need for BCM 
evolution or plan updates.
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BCM SAMPLE WORK PROGRAM

SUB AREA ITEMS POSSIBLE CONSIDERATIONS

4. Conclusions regarding the testing program and whether it 
is appropriate for the size, complexity, and risk profi le of 
the organization are documented pursuant to plan content.

5. Board of directors and/or executive management is 
informed of testing results.

Training 1. All staff is trained and aware of their responsibilities. 

2. Training details, such as content, participants, and timing 
are documented.
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Example 2:
Selected portions of the assessment below are completed to provide examples of potential content.

BCM RISK OR SELF-ASSESSMENT

ITEM STATUS ASSESSMENT NOTES

PURPOSE, SCOPE, AND OBJECTIVES

Defi ne program Is the BCM program 
documented to defi ne?

• BCM purpose, scope, and 
objectives.

• BCM procedures.

• BCM resources, roles, and 
responsibilities.

• BCM measurement and 
verifi cation.

• BCM continual improvement.

Yes Yes — overall program scope 
established and documented.

Does the BCM scope cover 
the entire operation, including 
all business processes and 
operations, as well as related 
facilities and workforce that 
are the responsibility of the 
company?

No All facilities not addressed.

PROCEDURES

Risk assessment

Designed to identify 
threat scenarios (credible 
events) that could disrupt 
business. To successfully 
complete this BCM risk 
assessment, those who are 
knowledgeable of threats to 
the organization, environment, 
and region should participate. 
Participation may include 
those from security staff, 
facilities staff, etc.

Has a BCM risk assessment 
been conducted for the 
organization?

NI 
(Needs improvement)

Greater formalization and 
documentation needed.

Did the risk assessment 
consider these categories of 
risks:

• Natural hazards.

• Militant/people.

• Human factors/IT.

• Operational.

NI Consider regional events.
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BCM RISK OR SELF-ASSESSMENT

ITEM STATUS ASSESSMENT NOTES

A site-based BCM risk 
assessment should be 
completed and shared with 
applicable facility/location 
tenants.

Were risk mitigation strategies 
identifi ed?

 

 
Were risks mitigated?

Did you align your BCM risk 
assessment (e.g., disaster 
scenarios) with other 
organizations at your site?

Business impact analysis 
(BIA)

Identifi es critical business 
processes that need to be 
recovered following a disaster 
event. After completing the 
BIA, identify recovery solutions 
needed to resume the critical 
business processes.

Has a BIA been conducted for 
the organization (including all 
business teams)?

 

 

 Were critical business 
processes identifi ed?

Has your leadership team 
approved the list of critical 
business processes identifi ed 
during the BIA and the 
associated proposed recovery 
solutions?

Recovery solutions

Recovery solutions are 
developed and a list of the 
resources needed to support 
the CM (recovery) efforts of 
the organization and/or team 
are created.

Have the recovery solutions 
and resource requirements 
been identifi ed for each critical 
process?

 

 

 
Have all teams documented 
the resources required to 
recover critical business 
processes?

Have the IT requirements been 
assessed?

Written plans Has a written BCP been 
prepared that includes all 
business teams, critical 
business processes, and 
organizational CMP?
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BCM RISK OR SELF-ASSESSMENT

ITEM STATUS ASSESSMENT NOTES

Service-level agreements 
(SLAs), memorandum of 
understanding (MOU), and 
contracts

Have SLAs and/or an MOU 
been established for:

• Offi ce space (with facilities 
management)?

• IT/communications (with IT 
provider)?

• Data restoration (with IT pro-
vider)?

• Other third-party contracts?

 

 

Has action been taken to 
protect company interests 
when third-party contracts 
include a “force majeure” 
clause?

Alignment Do you participate in 
multitenant, multisite 
coordinated planning?

 

 

 Has your organization 
established an emergency 
communications plan, 
including accounting for all 
staff?

Have you aligned the BCP with 
CM and emergency response?
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BCM RISK OR SELF-ASSESSMENT

ITEM STATUS ASSESSMENT NOTES

Training and exercise Have the BCM executive 
and BCM manager received 
training?

 

 

 

 

Has the BC coordinator been 
trained?

Have all members of the 
BCM team received training 
pertaining to their roles and 
responsibilities?

Are key BCM activities 
exercised on an annual basis 
or more frequently?

• Notifi cation drill.

• Table top exercise.

• Functional exercise.

• Full scale exercise.

RESOURCES, ROLES, AND RESPONSIBILITIES

Staff supporting BCM Have you verifi ed that 
alternative staff who will 
perform critical work have 
the capabilities (knowledge, 
access, etc.) to perform these 
functions?

 

BCM executive 

Serves as organizational 
advocate for BCM (including 
alignment with the leadership 
team), supporting the 
creation and adoption of BCM 
plans through the effective 
coordination of funding, 
personnel, and consideration 
of the organization’s business 
plan and risks. 

Has the organization’s 
leadership team identifi ed a 
BCM executive?

 

 

 

 

Does the BCM executive have 
access to the leadership team?

Are funding, personnel, and 
resources adequate?

Has BCM been coordinated 
with other organizational 
processes and linked to the 
organization’s business plan?
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BCM RISK OR SELF-ASSESSMENT

ITEM STATUS ASSESSMENT NOTES

BCM manager Has an organizationwide BCM 
manager been identifi ed?

 

 

 

 

Does the BCM manager 
coordinate and lead the 
implementation of BCM?

Does the BCM manager ensure 
cross-functional resources are 
available and appropriately 
engaged when needed?

Does the BCM manager 
ensure the effectiveness and 
effi ciency of CM is measured, 
verifi ed, and periodically 
reviewed for improvement 
opportunities?

BCM coordinator Has an organizationwide BCM 
coordinator been identifi ed?

 

 
Does the BCM coordinator 
manage business continuity 
planning at the organization, 
business unit (BU), regional 
BU, or other sub-level?

Does the BCM coordinator 
participate in multitenant, 
multisite coordination 
activities, as appropriate?

MEASUREMENT AND VERIFICATION

Are measurement and 
verifi cation processes in 
place to verify annually that 
requirements of BCM have 
been addressed in a way 
that is aligned with current 
business needs? 
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BCM RISK OR SELF-ASSESSMENT

ITEM STATUS ASSESSMENT NOTES

CONTINUAL IMPROVEMENT

Have the IT requirements 
been validated, including 
IT requirements needed to 
support relocation planning, 
network or remote access, 
local or central data, etc.?

 

Are measurement and 
verifi cation processes linked 
with continual improvement 
processes? 

 

Do you track actions required 
to resolve BCM gaps identifi ed 
during the BCM exercise to 
ensure timely completion?

 

Do you have a process in place 
to reassess the effectiveness 
of your BCM program?
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Practice Aid II: Glossary of Key Terms
Business Continuity Plan (BCP) – the ability to plan 
for the continuity of critical business processes; protect 
critical assets; and provide service and support to custom-
ers in the face of a crisis, disaster, incident, or emergency. 
Such a plan allows an organization to recover effectively 
from, and manage risks associated with, a crisis. This is 
often included in a crisis management program.

Business Continuity and Recovery Planning (BCRP) – 
a proactive method by which organizations can identify 
business continuity and recovery measures to manage and 
mitigate key organizational risks triggered by a crisis. 

Crisis – an event that, if not handled appropriately, may 
signifi cantly impact an organization’s ability to operate, 
remain profi table, and manage reputational risk. Com-
monly, these are natural or physical disasters, failures of 
critical operations and/or connectivity, disruptions to key 
business partner relationships, and technology exposures. 

Crisis Management Program (CMP) – a consolidated 
portfolio of activities consisting of preventive and reac-
tive measures executable by an organization to effectively 
mitigate and manage risks implied by a crisis or event. A 
CMP often will include a business continuity plan and a 
disaster recovery plan.

Disaster – a sudden, unplanned catastrophic event caus-
ing unacceptable damage or loss. This may include events 
that compromise an organization’s ability to provide critical 
functions, processes, or services. This is an example of an 
event in which business continuity and/or disaster recov-
ery plans often are activated as part of an overall CMP.

Emergency – an unplanned, impending incident or 
situation that may cause injury; loss of life; destruction 
of property; or interference, loss, or disruption of normal 
business operations. Such events may escalate into a cri-
sis if not controlled or managed. 

Incident – an event that is not part of operational stan-
dards, which may temporarily impact a business and in 
some cases could lead to an emergency or disaster.

Impact Analysis – a process to analyze key operational 
functions or critical data with a view to understand poten-
tial internal or external impact of potential loss/disruption. 
Impact analysis includes Business Impact Analysis (BIA), 
which involves the identifi cation of critical business as-
sets, functions, and resources, as well as an evaluation of 
the potential damage or loss that may be caused to the 
organization resulting from a disruption or a change in the 
business or operating environment. A BIA should identify: 
a) sources of damage, interruption, or loss; b) the extent to 
which time passage will magnify the potential damage, in-
terruption, or loss; c) the level of services or resources re-
quired to sustain core business activities; and d) the time 
line during which all critical business assets, functions, 
and resources should be restored to avoid permanent sig-
nifi cant loss for the organization.

Recovery Point Objective (RPO) – the point in time to 
which systems and data must be recovered after an outage 
(e.g., end of previous day’s processing). RPOs often are 
used as the basis for developing backup strategies and to 
determine the amount of data that may need to be recre-
ated after the systems or functions have been recovered. 

Recovery Time Objective (RTO) – the period of time 
within which systems, applications, or functions must 
be recovered after an outage (usually one business day). 
RTOs often are used as the basis for developing recovery 
strategies and to determine whether to implement those 
strategies during a disaster situation. Maximum allowable 
downtime is a commonly associated term. 

Risk Assessment/Analysis – the process of identifying 
the risks to an organization, assessing the critical func-
tions necessary for an organization to continue business 
operations, defi ning the controls in place to reduce or-
ganizational exposure, and evaluating the cost for such 
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controls. Risk analysis often involves an evaluation of the 
probabilities and likelihood of a particular event. A crisis 
is an example of an event.

Practice Aid III: BCM Standards and 
Guidance Resources
Numerous resources provide standards and guidance re-
lated to BCM. Resources include frameworks and ma-
turity models to benchmark the internal auditor’s role in 
supporting the business continuity plan (BCP) and crisis 
management plan (CMP) development life cycles. Many 
resources may serve to educate internal audit staff and 
provide an opportunity for knowledge sharing with orga-
nization management that are seeking to build, adjust, or 
validate BCM efforts. Resources as of April 2013 include: 

• The Institute of Internal Auditors’ International 
Standards for the Professional Practice of Internal 
Auditing (Standards) and related guidance
(www.theiia.org), including:

o Global Technology Audit Guide 10: Business 
Continuity Management. This guidance includes: 
1) common disaster scenarios, 2) management 
roles during business interruption, 3) disaster 
recovery solutions, 4) risk assessment and mitiga-
tion, 5) business recovery and continuity strategy, 
and 6) CM plan testing.

o 2010 GAIN Survey and Results–Crisis Manage-
ment. 

o Audit Executive Center’s 2011 Knowledge Alert–
Three Crisis Management Imperatives for CAEs.

• ANSI/ASIS/BSI CM.01:2010, Business Continuity 
Management Systems–Requirements With Guidance 
for Use (2010). Collaboration between the American 
National Standards Institute (ANSI), ASIS Interna-
tional, and the British Standards Institute (BSI) to 
provide a framework of auditable criteria and accom-
panying guidance that can be tailored to meet the 
needs of organizations across their global operations. 

• Disaster Recovery Institute (www.drii.org), Profes-
sional Practices for Business Continuity Planners 
(2008). A widely used framework that includes 
information on: 1) program initiation and manage-
ment, 2) risk evaluation and control, 3) business 
impact analysis, 4) business continuity strategies, 5) 
emergency response and operations, 6) business con-
tinuity plans, 7) awareness and training programs, 8) 
audit and maintenance, 9) communications, and 10) 
coordination with external agencies.

• Federal Financial Institutions Examination Coun-
cil (www.ffi ec.gov), Business Continuity Planning, 
IT Examination Handbook (2008). The handbook 
includes seven elements: 1) board and senior man-
agement responsibilities, 2) business continuity 
planning process, 3) business impact analysis, 4) risk 
assessment, 5) risk management, 6) risk monitoring 
and testing, and 7) other policies, standards, and 
processes.

• The Business Continuity Institute’s (www.thebci.
org) Good Practice Guidelines (2010). The guidelines 
include six elements: 1) policy and program manage-
ment, 2) embedding CM in the organization’s cul-
ture, 3) understanding the organization, 4) determin-
ing CM strategy, 5) developing and implementing a 
CM response, and 6) exercising, maintaining, and 
reviewing.

• International Organization for Standardization (ISO) 
(www.iso.org) guidelines:

o ISO/Publicly Available Specifi cation (PAS) 22399, 
Societal Security–Guideline for Incident Prepared-
ness and Operational Continuity Management 
(2007). “Provides general guidance for an orga-
nization (private, governmental, and nongovern-
mental) to develop its own specifi c performance 
criteria for incident preparedness and operational 
continuity, and design an appropriate manage-
ment system.”

o ISO/IEC 24762, Guidelines for Information and 
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Communications Technology Disaster Recovery 
Services (2008). “Provides guidelines on the 
provision of information and communications 
technology disaster recovery (ICT DR) services as 
part of BCM, applicable to both “in-house” and 
“outsourced” ICT DR service providers of physi-
cal facilities and services.”

o ISO 27001, Information Security Management 
(2002). Assists organizations in developing an 
information security management system that is 
integrated, comprehensive, and incorporates glob-
ally recognized best practices.

o ISO 22301, Societal Security–Business Continuity 
Management Systems–Requirements, which super-
seded BS 25999. Specifi es generic BCM system 
requirements applicable to all organizations or 
parts thereof. 

• British Standards Institute (www.bsigroup.com).

o PAS 200 (2011) advises organizations regarding 
the types of activities and resources they need to 
develop and maintain to allow for effective crisis 
detection, preparedness, and response. This spec-
ifi cation is sponsored by the U.K. Cabinet Of-
fi ce, and the crisis management specifi cation has 
been developed through consultation with several 
leading U.K. businesses and public organizations. 
This specifi cation addresses the requirements for 
CM, in addition to the guidance provided by BS 
25999: Business Continuity Management and 
ISO 27001.

o BS 25777: Information and Communications Tech-
nology Continuity Management–Code of Practice
(2008). “Provides recommendations for informa-
tion and communication technology continuity 
management within the framework of business 
continuity management provided by BS 25999-1.”

Several organizations mentioned above also provide BCP 
education and certifi cations. Other organizations that of-
fer such training and certifi cations include:

• Business Continuity Management Institute — 
www.CM-institute.org. 

• Business Continuity Planners Association — 
www.bcpa.org.

• Business Resilience Certifi cation Consortium 
International — www.brcci.org/index.htm. 
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